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Abstract— Modern trends have set grow to the status and \aamient of cloud computing. Cloud computing
tool gives facility of data storage and accesscloud users, but when outsourcing the data tora tharty
causes safety issue of cloud data so data is pedtéy restricting the data. Proposed idea is gtiony of data
to defend and for safe delivery of data in publisud. Encryption of data is done by Blowfish algom of
symmetric key technique to protect data from exkattacks. In this scheme there is registratiorite user to
use the data of cloud, with no registration ther@o authority for user to use data of cloud bezamshout
registration any malicious user can use the dateryption is done by the Blowfish algorithm by théshnique
the data is encrypted/decrypted fast. Aifrthis system is “Protecting the Data of publioud by encryption of
data by applying symmetric key algorithm”.

Index Terms— Encryption; cloud computing; Blowfish; Symmetricykelata security; BE.

1. INTRODUCTION

Cloud computing development has taken the entir@spects of our lives; banking information, private
attention of several communities like researchersdocuments and businesses. Nearly all of those are
student, end user, trade, industry, and governmerrocessed with technologies and all through network
business. Huge data is the most important cause f@mmunication. A very essential cause safety
coming of cloud computing in the time-consuming, CONCerns are raising is as companies are runniregg co
everyday lots of data of big amount are uploaded irind non-core business functions from side to side
the digital world which required lots of storageep  Other companies [9]. To guarantee confidentiality o
& computing resources [13]. The word cloud isresponsive data stored in public cloud; a freqyentl
analogical to internet, the name cloud computing is2dopted scheme is to encrypt data previously to
based on cloud drawings used in the earlier padod uploading it to the cloud. As the cloud does na se
be a representation of telephone networks andhe keys used to encrypt the data, the privacyhef t
afterward to symbolize internet in [10]. Nowadays, data as of the cloud is protected [1]. Cryptograjshy
cloud computing is very famous in Information the — procedure of achieving security by
Technology; it provides enormously huge storage tencrypting/encoding data to make them non-readable,
all variety of data. Cloud computing is the teclugyt  the method of encoding plain text messages into
that many companies are shifting toward and it iscipher text messages is called as Encryption, there
becoming very essential for the IT business [9],2 number of methods to encrypt the data. Encryption
around all the companies are adopting this to gripf the data is the way to defend the data from

their effort competently. malevolent and not permitted useesicryption of the
data can be more than one level, and several levels
|d| Mobile the encryption improve the security of the data but

Remote Desktop ncrease the encryption charge fthre owner. So,
there are a number of scheme to care for the data
items, and ‘Encryption of the Data’ is one of them.

Two kinds of encryption system is used in
cryptography i) Symmetric key, ii) Asymmetric key.
To encrypt/decrypt the data secret or public/pavat
key is used, in symmetric key approach single key i

Fig. 1. Cloud Computing used to encrypt and decrypt the data but in

o ) o asymmetric key approach dissimilar keys are used to

protect data in the cloud. The concerns of dataechnique is quicker than asymmetric key technique
security are growing because the existing progoéss i encryption and decryption of the data. But
the internet and the simplicity of data deliverydan asymmetrickey system is better than symmetric key
communication. Data safety is serious in every in security, key management & distribution
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standpoint. Asymmetric key is accepted for security {4) Encrypt
of the data since asymmetric key system provides
more protection than symmetric key system. This
paper proposes the certification of the users and (2) SEM.Key/
revocation of the malevolent users, revocationhef t /
spiteful users is very much important to defend the
data from malicious use; for that cause in thigeaps KGC 4 .
cloud does revocation of the malevolent users and i (%) Get KGCHeys of users Slf,fﬂ
is set for the aim that registration of the uséns.
symmetric key system secret key must be kept mivat {2 UKey
and this key only accessible for two mutual usets b
in asymmetric key system it is not necessary of the
public key to be kept confidential because pubéyg k

is used to show anyone who gives data to the mrivat (1P User
key owner. There are several symmetric key
algorithms, Blowfish is used for fast
encryption/decryption of data [11] and it is symritet
key method thus there is no need of maintaining the

public and private key both. _ Earlier existing system of mCL-PKE projected single
The extremely important thing is that, if more thanencryption on the data where data-owner encrygs th
one user are accepted and they want to get the samgis and sends to the encrypted content storage wit
document then encryption rate will be enormously,qgitional information for users now user requésts
high for data owner since owner has to encrypt thgyesjred data to the cloud but cloud first checles th
same document several times for different USeriusi ¢ rejate information of the requested user if éhisr

the user’s public key in prior mCL-PKE scheme [1]. gyisting information then cloud fetches the reqeest
To overcome this trouble the extended MCL-PKEqaa from the encrypted content storage, but before
system is, data owner encrypts the data only one ti gonging this data to the user cloud decrypts the
and sends the extra information to the cloud forencrypted data half (cloud partially decrypts the

certified users to decrypt the data [1]. B_ut insth? encrypted data not fully) and sends this partially
proposed system there is no need of extra infoomati decrypted data to the requested user now user

for the user to decrypt the encrypted data. Docmmerhecrypts this data finally by his private key. This
is decrypted only by secret key given by the ovefer ,.,cas5 of decryption reduces the time required for
the data. After getting the requested data from th‘?jecryption by the user, in public key encryptiorrus
cloud user has to decrypt encrypted data by secrefanerates the public & private key and sends public
key. key to the KGC, now KGC generates SEM key for
decryption and sends it to the SEM as well as
2. RELATED E,X|_ST|NG SCHEME generates KGC-key to send to the owner and owner
The previous existing encryption system (MCL-PKE)gncrynts the document by this KGC-key. This entire
is certificate-less approach consists of three mai'ﬂ)rocedure reduces time of the user decryption it t
parts [1]: weakness of this scheme is that data can be

Encryptad
Starage

SEM

Owner

511D

{71 User Daerypt

Fig. 2. The basic mCL-PKE scheme [1]

(1) Owner uncovered by the cloud because cloud has the extra
gg 8'0Ud information of the decryption which has to send to
ser.

the user so cloud can decrypt the complete data as

cloud partially decrypts the data and cloud isfotly

The cloud has three subordi.nate parts, Encrypteg sted entity but in this paper cloud brings thetad
Content Storage, Key Generation Center (KGC), andqr ser and data is still in encrypted form sitice

Security Mediation Server (SEM). Encrypted Come”trequested data is completely decrypted only by the

Storage stores the encrypted data, Key Generatiofiser The shortcomings of the existing scheme are:
Center generates the KGC-key for encryption and

Security Mediation Server partially decrypts the1 Tphere is no registration for the user, so

encrypted data [1]. unauthorized users also use the confidential data.
Due to this cloud data is not safe.

2. Data is encrypted by the public key as already
defined that public key encryption algorithm
takes much time in encryption and decryption of
the data, so whole process becomes very slow.

3. Here the encrypted data is partly decrypted by
the cloud but cloud is not considered as trusted
unit, so data is not safe in this way of this syste
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Private data can be seen by the cloud that owner
and user never want.

Encrypt & Upload

Requested Dat i
Owner E:tcrypted equested Data Verify
orage Center
3. PROPOSED SCHEME
In this paper the proposed method is data encnyptio
by blowfish algorithm and it is extended from the

previous proposal of mCL-PKE, mCL-PKE system  Registration

is based on certificate-legncryption and user is not

certified by any authorized entity but in thian

there is registration for user, registration of treer \
also assures security of the data in cloud, acaglyli “ Download
only certified one can use the data. This scheme |D&5ecret\ Data
addresses the drawbacks of the mCL-PKE scheme. Key .

In this system user has to register first by theaw N
to get the confidential data. Thedementary process

is, owner encrypts the data by secret key and sends User Decryption
to encrypted storage, cloud fetches the requested Fig. 4. Blowfish Encryption (BE) scheme

data from encrypted storage and gives this document

to the requested user.

Request

User

The fundamental method is Encryption of the
documents means cryptography technique is applied
on the data, for encryption secret-key method élus
in this BE scheme and to apply secret-key approach
blowfish algorithm is used in this system because
blowfish algorithm is very fast in encryption &
decryption as compare to other secret-key algogthm
[11]. It is extended from the previous schemes of
Fig. 3. Certification of the user “Privacy Preserving Delegated Access Control in
Public clouds” and the mCL-PKE scheme of “An
Now user decrypts that encrypted data which i$ stil Efficient Certificate-less Encryption for Securet®a
in encrypted form unlike decryption of the data by Sharing in Public Clouds” but iBE scheme there is
cloud of existing scheme since cloud does notcertification of the users which is not in mCL-PKE
decrypt the data i.e. user only decrypts encryptedscheme. In this technique owner encrypts the data
data through the given secret key, after finisiimg  using secret key, here the encryption is done thy on
decryption by the user data is finally decrypted. owner of data, and decryption is done only by the
Using blowfish encryption method the data is user. After encryption owner stores the documents t
secured and entire practice becomes fast also sincthe Encrypted Storage, when user requests any
data is encrypted/decrypted by secret key and tsecredocument to the cloud, verification center first
key encryption/decryption is extremely quick as checks the user whether user authorised or not, if
compare to public key encryption. In this planned user is authorised then it fetches the requested
scheme there are three entities (1) Owner, (2) €Clou document from the encrypted storage and sends this
and (3) User, Cloud has two sub parts they are (1l)data to the user, now user downloads & decrypts tha
Encrypted storage (2) Verification center. encrypted document. In this technique the Blowfish
Encrypted Storage is used as storage space faglgorithm is used which supports symmetric key
data, data is encrypted and sent in encryptedgstora approach, Blowfish algorithm is very easy to
by the owner and Verification Center ensuresimplement and it enhances the speed of the complete
requested user is authorized or not if user isprocess oBE scheme [11], here Blowfish algorithm
registered by owner then only user is authorized fo is used for data encryption & decryption.
using data otherwise user is revoked by verified
center. Cloud is divided into two units to lessket 4., EXPECTED RESULTS
time required for entire process. Storage of theln this section, first presents the basic mCL-PKE
encrypted data into encrypted storage andscheme and compares with impro\giischeme, the
verification of the users by Verification centessen  existing scheme of public key encryption is
the entire time of the complete method. certificate-less scheme (mCL-PKE), in which user’s
certification is not necessary which reduces the
management cost but this scheme compromises to
the malicioususers, anymalicious user can access
the data for malicious use. The shortcomings o thi
scheme is addressed by the improved scheni&E of

Register ID

User
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system, in which user must be registered by the Singidunum University, Belgrade, Serbia, Amiya
owner then only is able to access the documents. So Nayak, SEECS, University of Ottawa, Canada,
this ideology enhances the security of the data Th “Decentralized Access Control with Anonymous
previous mCL-PKE scheme proposed the single  Authentication of Data Stored in Clouds” 2013.
encryption and half decryption is done by the cloud[7]. Smitha Sundareswaran, Anna C. Squicciarini,
and remaining half is decrypted by the user, this Member, IEEE, and Dan Lin, “Ensuring
scheme is proposed to reduce the decryption time of Distributed Accountability for Data Sharing in
the user, but partially decryption of the data lmud the Cloud” March 2012.

reduces the security of the contents, butBB  [8]. Junzuo Lai, Robert H. Deng, Chaowen Guan, and
scheme there is registration is needed for usieg th  Jian Weng “Attribute-Based Encryption with
cloud data and decryption of the data is done bygly Verifiable Outsourced Decryption” 2013.

the user, hence security is high in enhanBed [9]. Amal AlKadi, Hanouf AlYahya, CIS
scheme and overall process is very easy and fast to Department, Prince Sultan University, Riyadh,
execute. The overall result comes that security is Saudi Arabia, “Data Security in Cloud
very high as well as complete process is fastis th Computing”.

proposedBE system as compare to previous mCL-[10]. Luit Infotech Private Limited Bangalore, ladli

PKE scheme.

5. CONCLUSION
In scheme of blowfish encryption the certificatioh

the user offers high security to the data, and
symmetric key approach (Blowfish Algorithm) is

“Luit Infotech SaaS Business Software”.

. Diaa Salama, Hatem Abdual Kader, Jazan

University, Kingdom of Saudi Arabia, and
Mohity Hadhoud, Minufiya University, Egypt,
“Studying the Effects of Most Common
Encryption Algorithms”.

very easy to implement and also offers high speed t[12]. Atul Kahate, Tata McGraw Hill Education

the whole process [11]. The future enhancement of
this scheme is that blowfish algorithm can also be
used for large size of data for fast encryption and13].
decryption, so it will be helpful for improving the

speed and security of the big size da&.scheme
offers security as well as fast encryption & detioyp

Private Limited, Second Edition, “Cryptography
and Network Security”.

Ajith  Singh. N, Department of computer
science, Karpagam University, Coimbatore,
India, M. Hemalatha, Department of software
systems & research, Karpagam University,

in which Blowfish algorithm is used to Coimbatore, India, “Cloud computing for
encrypt/decrypt the data because this symmetric key Academic Environment”.

algorithm is so fast [11], SOBE system uses
symmetric key algorithm to provide security and
reduce the overall process time.
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